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Trust is crucial for the functioning of complex societies, and an important concern for CSCW. Our purpose
is to use research from philosophy, social science, and CSCW to provide a novel account of trust in the
‘post-truth’ era. Testimony, from one speaker to another, underlies many social systems. Epistemic trust, or
testimonial credibility, is the likelihood to accept a speaker’s claim due to beliefs about their competence
or sincerity. Epistemic trust is closely related to several ‘pathological epistemic phenomena’: democratic
(i)legitimacy, the spread of misinformation, and echo chambers. To the best of our knowledge, this theoretical
contribution is novel in the field of social computing. We further argue that epistemic trust is no philosophical
novelty: it is measurable. Weakly supervised text classification approaches achieve F; scores of around 80 to
85 per cent on detecting epistemic distrust. This is also, to the best of our knowledge, a novel task in natural
language processing. We measure expressions of epistemic distrust across 954 political communities on Reddit.
We find that expressions of epistemic distrust are relatively rare, although there are substantial differences
between communities. Conspiratorial communities and those focused on controversial political topics tend
to express more distrust. Communities with strong epistemic norms enforced by moderation are likely to
express low levels. While we find users to be an important potential source of contagion of epistemic distrust,
community norms appear to dominate. It is likely that epistemic trust is more useful as an aggregated risk
factor. Finally, we argue that policymakers should be aware of epistemic trust considering their reliance on
legitimacy underwritten by testimony.

CCS Concepts: « Human-centered computing — Collaborative and social computing theory, concepts
and paradigms; Empirical studies in collaborative and social computing; « Applied computing — Law, social
and behavioral sciences.

Additional Key Words and Phrases: epistemic trust, epistemology, social epistemology, political epistemology,
misinformation, echo chambers, democratic legitimacy, institutional legitimacy

ACM Reference Format:

Dominic Zaun Eu Jones and Eshwar Chandrasekharan. 2024. Measuring Epistemic Trust: Towards a New
Lens for Democratic Legitimacy, Misinformation, and Echo Chambers. Proc. ACM Hum.-Comput. Interact. 8,
CSCW2, Article 462 (November 2024), 33 pages. https://doi.org/10.1145/3687001

1 Introduction

How sociotechnical systems (e.g. social media) affect the distribution and processing of information
has been a concern of CSCW research for many years. The effects of misinformation are serious and
CSCW perspectives are often critical [1, 90]. Closely related to the ‘post-truth’ phenomena are echo
chambers and institutional legitimacy. In this paper, we synthesise research in social epistemology,
social science, and CSCW in order to provide an account of these phenomena revolving around the
notion of trust. Our purpose is to bring perspectives of trust from social epistemology in to CSCW
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and provide evidence that these perspectives lead to valid and useful measurement of trust as it
underlies these phenomena.

Trust is crucial for the functioning of complex societies. There are at least two complementary
accounts of this. First, and perhaps most commonly, is the game theoretic, cooperative, economic,
and more generally behavioural account [9, 48, 65, 100]. For example, trust lowers transaction costs
in an economy and is related with higher economic growth and equality [48]. Game theoretic
experiments are often used to measure trust [3, 9]. The second is the epistemic account. For
example, Reglitz [79], who we will find useful in our synthesis, relates fake news and legitimacy
with people’s perceptions of their fellow citizens factual and moral judgements. These accounts
focus more on trust in information and testimony, rather than directly measuring cooperative
behaviour or reciprocity. It is the source that is the main subject of trust. The source may be a
person, as in Judge-Advisor systems [88], or perhaps a news site [47] or institution. This paper is
primarily concerned with the epistemic account.

Knowledge, or at least (justified and unjustified) beliefs, are existentially important. For example,
I know that if I sign a legal contract I will be held to its provisions. If I have some justified belief
about the effects of an economic policy then this will affect my level of support or opprobrium
directed towards it. Most of my knowledge and beliefs will be ultimately underwritten by testimony.
It is, as a general rule, impossible to travel to every corner of the world and perceive first-hand
all events. We are dependent on each other [47, 88]. Testimony is transmitted in many forms, but
those most interesting to us presently are news and social media.

Testimony is not, as another general rule, blindly trusted. Nor is it rejected out-of-hand. Most of
us inhabit some epistemic space between total gullibility and skepticism. It would be unfortunate
if farmers did not believe seasonal climate forecasts in the planting of their crops. It would be
similarly unfortunate if we believed that each and every representative of the government were
secretly reptiles. Hence the importance of epistemic trust (or testimonial credibility). Epistemic
(dis)trust tells us if, and why, testimony from some specific entity is accepted or rejected. Epistemic
trust depends on one’s view of a speaker’s competence and sincerity. We argue that epistemic trust
is deeply linked with misinformation, echo chambers, and institutional legitimacy. The problem is:
can we measure it? We provide evidence that we can. Further, we apply a measurement model to
social media data for ecological validation. Among other things, we find community-level epistemic
norms are important, which aligns with prior work [16, 28].

Social computing has a growing interest in misinformation and credibility [23, 42, 53], and civic
engagement [52, 75, 82]. It has a long history of interest in trust, especially highlighting that it
is social, not technological [25, 94]. This work approaches the issue from a different angle. We
do not attempt to fact-check, detect misinformation, or pop echo chambers. Instead, we argue
that epistemic trust is both theoretically useful, practically measurable, and complementary to the
current approaches in the field.

While trust is not new to CSCW, to the best of our knowledge this is the first work to emphasise
it in a social epistemic sense. Theory allows us to view unifying threads between misinformation,
echo chambers, and institutional legitimacy. Furthermore, we argue these threads are crucial
complements for how we currently view these phenomena.

Summary of Contributions. Our contributions to the CSCW community are as follows. First, we
provide a novel synthesis of theory from the fields of philosophy, social science, and CSCW as it
relates to trust and ‘pathological epistemic phenomena’ It relates the notion of ‘epistemic distrust’
with misinformation, echo chambers, and democratic (il)legitimacy. We contrast it with common
approaches to misinformation research in CSCW and argue it complements these approaches. Sec-
ond, we demonstrate the applicability of this synthesis by operationalising the notion of epistemic
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trust and provide evidence that it can be measured in real communities, connecting it with other
CSCW research. We do so by describing a novel, to our knowledge, NLP task. Third, we discuss the
implications and identify further research directions.

Road-map. Section 2 and 3 detail theoretical motivations and contributions. The key aim is to
argue that epistemic trust is theoretically linked with ‘pathological epistemic phenomena’: problems
such as democratic (il)legitimacy, misinformation, and echo chambers. To do so, we need to discuss
the field of social epistemology and the concept of epistemic trust. We then need to discuss each of
the pathological epistemic phenomena above in turn and how they relate to epistemic trust. Section
4 presents a method to measure epistemic trust and provides evidence for validation. Section 5
investigates the results from the measurement model applied to social media data. It also serves as
further validation. Section 6 discusses findings and policy implications. Section 7 concludes with
limitations and future work.

2 Background and Theoretical Motivations
2.1 Social and Political Epistemology

Briefly, epistemology (from Greek ‘episteme, or knowledge) is the philosophical field concerning
knowledge, justification, belief, and related prerequisites like truth or evidence. While the term
itself is not more than two hundred years old, the field ‘is at least as old as any in philosophy’ [91].

Epistemology historically and typically focuses on the individual [29]. A relatively new field, social
epistemology introduces social concerns into the field. Political epistemology may be understood as
a subfield of social epistemology, though the intersection of political philosophy and epistemology
has been a concern since at least Plato. Edenberg and Hannon [22] argue that it has ‘only recently
been recognised as a distinctive subfield’ due to the recency of social epistemology itself, and as
recent political developments (e.g. Trump) provide significant and popular impetus.

Prima facie, epistemology is relevant to government because good decisions require good infor-
mation. Of course, intersections between epistemology and governance are not new. Plato argues
in the Republic that states should be governed by philosopher kings due to the virtue of their
knowledge and wisdom and its application to statecraft. The more modern liberal (as in Liberalism)
assumption around free discourse was notably described by ].S. Mill in On Liberty. According to
Mill, censorship is wrong not just for instrumental reasons (i.e. free speech and debate encourages
truth and discourages falsehood) but that it prevents fulfilment of our truth-seeking goals as a
‘progressive being. More modern liberal scholars generally follow this line of reasoning though
varying on their stance on regulation and connection to higher moral principles (for something
canonical, see Rawls [77] p. 197).

Neither are we limited to philosophy in the analytic tradition. Habermas® ‘Discourse Principle’
[10] states that some choice or action ‘is justified only if those affected by [it] could accept it in
some reasonable discourse.

Anderson [4] understands democracy as an epistemic system, where ‘the problems we need
to solve demand the utilization of information that is highly dispersed across society. This way
of framing democracy is not dissimilar from the way economics frames markets as information
aggregators. The price signal in our case is the vote, or perhaps the conversation. Anderson thus
models democracy in three ways: Condorcet’s Jury Theorem, the Diversity Trumps Ability theorem
[37], and Dewey’s experimentalist model. While the argument is interesting, the core for us is that
‘[to] realize the epistemic powers of democracy, citizens must follow norms [including those that]
institute deliberation and reason-giving. Indeed, the legitimacy of law itself depends on some form
of justification. Brennan [12] criticises this justification on the grounds that it relies upon a strong
assumption that voters genuinely hold (empirical and normative) beliefs and are rational. Brennan
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argues that many voters instead vote (or view something as legitimate) for identity reasons. de
Ridder [18] argues that deep disagreements undermine the the assumption of reasonable debate
crucial to many epistemic accounts of democracy. These disagreements can involve fundamental
and long-lasting disagreement on epistemic and moral norms. For example, what counts as evidence
(typically, whose testimony), or positions on abortion. Clearly public justification depends on shared
epistemic norms, but de Ridder argues deep disagreements cause parties to ‘easily ... think the other
less cognitively virtuous,! fundamentally misguided, or badly informed.’ de Ridder argues this leads
to ‘cognitive polarization’, and leads us to discuss epistemic dependence and trust.

Epistemic trust, and the epistemology of testimony generally, are the key concepts from social
epistemology this thesis is built around. Briefly, epistemic trust is the likelihood that a listener will
accept (or deny) a speaker’s testimony, based on perceptions of their competence or sincerity. Before
detailing it further, we make the case that it is important for understanding several important
epistemic phenomena.

2.2 Pathological Epistemic Phenomena and Why They are Generally Considered to be
Bad

Pathological epistemic phenomena is a term used here to unite a few social structures or properties
understood to be related to a ‘post-truth’ society. The discussion below will enable us to skip further
use of that label and ground ourselves more surely.

Three pathological epistemic phenomena are of concern. First is democratic or institutional
illegitimacy. Second is misinformation or disinformation. Third are echo chambers or filter bubbles.
Our core argument is that the notion of epistemic trust is crucial in all three phenomena. We focus
here on their epistemic content.

2.2.1 Democratic and institutional (il)legitimacy. Our account of democratic legitimacy will largely
follow Larmore [50]. Consider what Larmore calls the ‘circumstances of politics’: fundamental and
endemic reasonable disagreement over the right and good. Each of us has reasonable differences
in our positive and normative understandings of justice, distribution of resources, the role of
government. We cannot simply wish these circumstances away or appeal to some a priori true
moral framework on which to converge. We must be able to live together, and ideally, attain levels
of cooperation that make complex economies and societies possible. The task of a state is to ensure
this, via coercion, which requires legitimation via a legitimation story.

A state is legitimate when people generally believe it is entitled to enact laws to govern them.
Indeed, legitimacy generates an obligation for citizens to abide (or at least, not undermine) those
laws. Perceptions of legitimacy alone generate authority, but if the legitimation story is truly accepted
then legitimacy is a stable. It provides a robust foundation on which to coordinate, cooperate, and
build complex societies. Extreme costs of oppressive coercion need not be paid as everyone is, so to
speak, along for the ride. Note that authority secured by coercion alone — authoritarian oppression
— does not deliver this stability (and hence is not legitimate).

Under what conditions should this legitimation story be accepted? When those subject to
fundamental principles can (but not necessarily do) see reason from their perspective to accept
them. That is: fundamental principles are justifiable to a person with their own perspective.

The emphasis above is not random. Each phrase emphasised has important epistemic content.
A person is unlikely to see reason from their perspective to accept, say, that an election was free
and fair when their perspective involves massive government conspiracy. Justification relies on
testimony. Perspectives do also and may also be subject to echo chambers or misinformation. This

IEpistemic virtue and vice is related with the acceptance or belief in misinformation: [59, 60]. Many of the recommendations
in [21] amount to epistemic virtue.
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is where the philosophical rubber hits the pragmatic road. Fundamental political principles with
some sort of legitimation deficit are subject to legitimacy risks. Arguably, this characterises the
political climate at the time of writing. It may be that reduced levels of cooperation, coordination,
and political stability are because the epistemic foundations of legitimacy are eroding.

We need not constrain ourselves to fundamental political principles either. Specific institutions
can experience legitimacy risks. Tucker [95, 96] is informative here. If they are to be stable, in-
stitutions require ‘incentives-values compatibility” For our purposes, values-compatibility means
that an institution can justify itself in a manner similar to the above. Central banks are a useful
example as they rely primarily on credibility (and are the subject of [95]). If they experience a
negative legitimacy shock, or the fundamental principles do, then they are unlikely to work. Indeed,
international institutions and cooperation can be conceived of in similar terms [96].

Nor do we need to constrain ourselves to fundamental political principles (roughly, a constitution).
Estlund [24] asserts? that ‘democracy is roughly a case of symmetrical legal subjection’: that is,
each citizen is subject to the coercive authority of all other citizens collectively. We are legally
and coercively dependent on each other based on our moral equality. This moral equality implies
equal input into law- and decision-making processes, implying a symmetrical epistemic dependence.
Reglitz [79] makes this point. Since laws require justification, and evidence, we inevitably rely
on the testimony of our fellow citizens. The ultimate legitimacy of law relies on our epistemic
trust in other’s testimony — that we consider it reliable and given in good faith. The relationship
is complex. Fuerstein [26] argues that justification,’ requiring certain epistemic standards, is a
necessary condition for (warranted) epistemic trust. Fuerstein argues that political epistemology is
akin to a prisoner’s dilemma, where skepticism is warranted. In his account, justification serves
as the cooperation technology. In any case, epistemic trust and legitimacy are closely connected
theoretically.

Finally, it is important to note that trust is crucial not only for the legitimacy of the state,
institutions, and law alone. Trust underlies cooperation (which legitimacy secures), enabling more
complex social and economic arrangements. Declines in trust are likely to reduce living standards
and increase the likelihood of political volatility and even violence.

2.2.2  Misinformation and disinformation. For our purposes, misinformation is any information that
is false. The term disinformation is often used to denote some malicious intent behind its spreading,
but it can usefully be grouped with misinformation. The use and abuse of misinformation has a
long history but has, in the last decade, become one of the more important policy issues. The World
Health Organisation declared the COVID-19 pandemic an ‘infodemic’ [17] due to the damaging
role of misinformation. The average US adult was exposed to and remembered one or more pieces
of misinformation during the 2016 Presidential election [2]. Misinformation has contributed to
the January 6 Capitol attack and the Russia-Ukraine war. Foreign disinformation or influence
operations are well documented [90]. Clearly false information can put lives and livelihoods at
stake.

Misinformation is aided and arguably abetted by social media. Vosoughi et al. [98] found that
misinformation spread faster and reached more people than the truth. It can be finely targeted [56]:
see the Cambridge Analytica scandal. 70 per cent of Americans view the spread of misinformation
online as a major threat as of 2022 — and only 4 per cent view it as no threat at all [87].

Most literature focuses on belief as the ultimate harm that misinformation causes. That is, they
take the Millean view that systemic epistemic problems stem from a decrease in the ratio of truth
to falsehood. Per Vosoughi et al. [98], ‘[foundational] theories of decision-making, cooperation,

ZFollowing Viehoff [97].
3Rather, the ‘Liberal Principle of Justification’, see Rawls [78] and Larmore [50].
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communication, and markets all view some conceptualization of truth or accuracy as central to the
functioning of nearly every human endeavour. Per Alcott and Gentzkow [2], fake news ‘imposes
private and social costs by making it more difficult for consumers to infer the true state of the
world’

Consider again the increase in the ratio of falsehood to truth. Excusing the problematic metaphor
of a marketplace of ideas, we might consider this an example of asymmetric information. It is
a market for lemons scenario: if falsehood is so common, who can be trusted and what is true?
Starbird [90] notes how disinformation campaigns can operate this way by sowing doubt in others
and ourselves.

Theory from social epistemology suggests that doubt alone — epistemic distrust or testimonial
skepticism — is all that is needed for harm. Belief is not actually required: perceptions suffice. Per
Reglitz [79], if citizens believe misinformation is effective and widespread — even if it is not —
then this undermines epistemic trust between citizens. If we believe that a significant proportion
of those we are legally and epistemically dependent upon are likely to fall for brazen falsehoods
then we are less likely to view them as epistemic equals. To put it another way, we stop viewing
other citizens as legitimate. Rini [81] provides a similar account. Rini suggests that due to the poor
operational security of the Russian disinformation campaign* it may have been primarily acting
through this epistemic trust channel. Russia’s strategy, according to Rini, is to cause a sort of
epistemic collapse based on inducing testimonial skepticism through ‘testimonial sabotage. That is,
plant some obvious untruths (the more incoherent the better), expose the fakes, and further channel
them along partisan divides (as trust in testimony is related to identity). Note that this is precisely
the same as epistemic trust, although Rini is less concrete about the role of perceptions. Lynch
[54] explicitly links perception of disagreement to ‘cognitive polarisation’: the mere perception of
deep epistemic disagreement (potentially caused by identity-expressive speech sowing confusion
or outright nihilistic trolling) can lead to belief polarisation.

Perceptions can be demonstrated. Knuutila et al. [49], via a survey of global risk perceptions,
find that while people are worried about misinformation, it is unrelated with the actual prevalence
of it. Almost all Americans view it as a threat [87]. Lima et al. [51] provide breakdowns of what
actors users tend to blame for creating, disseminating, or failing to prevent misinformation.

Finally, we shouldn’t immediately identify expression with belief: there is evidence of a disconnect.
Hannon [34] argues that many perceived political disagreements (including factual ones) are
identity-based cheerleading, or cheap talk. While partisanship affects factual expressions, Bullock
et al. [13] conclude from experiment that a partisan gulf in actual belief ‘may be more illusory
than real’ A political expression, even of fact, may be less about a careful evaluation of direct or
testimonial evidence and more about cheering on your side like a sports team. Pennycook and
Rand [71] report a disconnect between belief and sharing behaviour is largely driven by inattention.
Fundamental attribution error in recipients of sharing may allocate malice where inattention is
more appropriate.

2.2.3  Echo chambers. Parisier [68] describes a ‘filter bubble’ as an algorithm that filters information
based on our personal tastes. It isolates us in our own information world. Typically also known as
‘echo chambers’, they operate via recommender systems on the supply side and selective exposure
on the demand side. The ultimate effect is that users of social media are informationally segregated
into communities that agree with each other. If we no longer share facts, let alone values, how is
democracy to work?

4For an overview, see Howard et al. [39]. Tellingly ‘[s]urprisingly, these campaigns did not stop once Russia’s IRA was
caught
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Inhabiting an echo chamber can result in group polarisation. Sunstein [92] highlights two reasons:
reputation-seeking behaviour and limited argument pools. It’s important to note here that what
Sunstein calls ‘enclave deliberation’ is not prima facie bad — take the example of low-status or
alienated individuals who might otherwise be ignored. Echo chambers today are qualitatively
different. Like misinformation, they have been supercharged by recommender systems and social
media.

The literature generally takes selective exposure as the fundamental cause of echo chambers.
Nguyen [63] provides useful nuance. He separates information bubbles based on selective exposure
from those based on epistemic trust. In this account, ‘epistemic bubbles’ occur when different
information is excluded (potentially by accident) and may be punctured merely by introducing
them. These are distinguished from ‘echo chambers’, which function by systematically discrediting
the testimony of those outside of the group. That is, they induce epistemic distrust in sources of
information outside the bubble, and in this way they enforce beliefs via evidential pre-emption (‘they
would say that, wouldn’t they?’). Indeed, it is possible for an agent inside one of these structures to
act in an epistemically virtuous way (e.g. seek out evidence) but fail to update their beliefs away
from those of the group. The ‘QAnon’ phenomenon is likely an example of a Nguyen-type echo
chamber.

Evidence is mixed on echo chambers. Del Vicario et al. [19] find echo chambers in conspiracy and
science news. Many studies of social media find these sorts of communities [93]. Neo-nazis openly
congregate on platforms like Telegram [33, 99]. Small pieces of content like push notifications
contribute to echo chamber effects [83]. Given that many Americans at least sometimes consume
news on social media [73], echo chambers here are an issue. However, Dubois and Blank [20]
find that those interested in politics or who consume diverse media avoid echo chambers. Nelson
and Taneja [62] find that the fake news audience are also exposed to media the rest of the online
population consumes.

Indeed, the community structures indicative of echo chambers exist on social media. But it does
not follow, even theoretically, that inhabitants will not be exposed to information that might pop
their bubble. It is likely that their persistence is better explained with in-group reputation effects or
Nguyen-type epistemic trust effects.

2.2.4 Pathological epistemic phenomena are interrelated. It is hard to tease apart each of the above
phenomena. Each is highly endogenous. Echo chambers, and polarisation generally, contribute to
the spread of misinformation [19, 67]. Efstratiou and De Cristofaro [23] argue that polarisation and
misinformation adherence are closely tied. Misinformation, via selective exposure, might be causal
of echo chambers. Both can undermine democratic or institutional legitimacy by undermining
the justification it requires, or making some perspectives unreachable. Clearly, inhabitants of the
QAnon echo chamber do not view the government as legitimate.

The fundamental theoretical argument of this paper is that these phenomena are usefully
understood through the lens of epistemic trust. It underlies legitimacy through justification. It can
cause echo chambers to be resistant to intervention. A breakdown in trust is a direct target, and
probable cause, of misinformation. Combined with epistemological theory, its measurement is a
step towards greater understanding of these phenomena, and ideally better policy.

2.3 Most Research on Misinformation Focuses on Belief and Accuracy

Misinformation is by far the most studied of the pathological epistemic phenomena above. While
the notion of epistemic trust (if not by that name) is not novel to social computing, we argue
that a focus on it suggests novel interventions and experiment. A direct focus on democratic and
institutional legitimacy is, to the best of our knowledge, novel.
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As above, the primary harm underlying most misinformation research is the fact that it is both
believed and untrue, or at least unverified. There is a focus on accuracy, reflected in the goal of
misinformation detection and (potentially automated) fact checking.

Ecker et al. [21] provide a recent review of the psychological drivers of misinformation. It focuses
on the belief of misinformation, rather than any knock-on effects it may have on epistemic trust.
In another review, Pennycook and Rand [71] find that ‘poor truth discernment is associated with
lack of careful reasoning and relevant knowledge, in addition to cognitive heuristics.

Juneja and Mitra [44] detail the human and technical infrastructure underlying fact checking.
They also report that fact-checkers are distrustful of automated approaches. Micallef et al. [61]
similarly focus on fact-checkers. He and He [35] do the same for a community of debunkers on
Reddit. Kaufman et al., [46] find that crowdsourced detection of truthfulness is effective. Lu et
al. [53] find that an Al labelling news as fake or not nudges people into agreement (even if it is
wrong). Jahanbakhsh et al. [41] add accuracy assessments to a social media platform, but notably
also include trust in specific users. There is a vast literature in NLP on detecting misinformation and
fake news, using both content, social context, and external information [40, 45, 64, 86]. Pennycook
et al. [70] find the ‘illusory truth effect’: prior exposure to fake news increases perceptions of
accuracy.

Algorithmic auditing of recommender systems is a line of research directly related to echo
chambers, although it is common to motivate it with misinformation. Srba et al. [89] find that it is
possible to burst recommender-induced epistemic bubbles (per Nguyen, though the authors use
the term ‘filter bubble’) on YouTube. This is done by watching content debunking misinformation.

2.4 Intervention: If We Tell Grandpa it is Untrue or to Stop Watching Internet Weirdos
all Our Problems shall be Solved?

Literature around interventions also generally concerns perceived accuracy and correction or so-
called ‘backfire effects’ Nyhan [66] finds that corrections are somewhat effective, but importantly
discusses the role of the epistemic environment and group identity, Ecker et al. [21] largely dismiss
backfire effects.

In their review, Efstratiou and De Cristofaro [23] suggest several interventions. In particular,
they are mostly focused on reasoning and accuracy: reducing cognitive load, priming for accuracy,
avoiding cognitive biases in design. Some focus on the quality of the deliberative environment or
the prevalence of views generally. Ecker et al. [21], in addition to debunking, suggest ‘prebunking,
which acts to immunise against misinformation.

We argue that epistemic trust can complement a focus on accuracy-based intervention. Of
course, accuracy is a critical part of any epistemic system. However, there is a disconnect between
actual belief and expression (or sharing) [13, 14, 34, 71, 76]. Whether this stems from identity or
inattention, it suggests there will be a non-trivial group who will not be reached by accuracy-based
interventions. Petersen and Osmundsen [72] find that some individuals spread ‘hostile rumours’
because they have a nihilistic ‘need for chaos’ driven by social marginalisation. Explicitly, this
‘[implies] that the ultimate policy solution ... does not lie in fact-checking or small nudges. Fact-
checking also depends on epistemic trust in the fact-checkers. If they are viewed as compromised
then fact-checking will not work. If it is true that some inhabit Nguyen-style echo chambers [63],
then as their epistemic trust in external sources of information is compromised, fact-checking will
not work. Disinformation operations can operate by inducing testimonial skepticism, or a general
reduction in epistemic trust. This will reduce the effectiveness of fact-checking. Finally, per Reglitz
[79], the perception alone that misinformation is a problem and that our fellow citizens may be
fooled is enough to reduce epistemic trust generally.

Proc. ACM Hum.-Comput. Interact., Vol. 8, No. CSCW2, Article 462. Publication date: November 2024.



Measuring Epistemic Trust 462:9

This suggests that the current accuracy-first approach is best complemented. Indeed, there are
limits to machine detection of misinformation in the presence of disagreement [31]. A focus on
epistemic trust and its measurement will allow us to build tools that can observe, at a community
or user level, a fundamental driver of pathological epistemic phenomena.

3 Epistemic (Dis)Trust (or Testimonial (In)Credibility)
Fuerstein [26] defines epistemic trust as the propensity to accept a speaker’s claim due to belief
in their reliability or competence (the likelihood that their claims are true), and their sincerity (the
likelihood that they express their belief accurately and in good faith). Audi [5] describes it in the
same way, though he uses the term testimonial credibility.

Consider the utterance ‘Republicans are stupid.’ This is an example of epistemic distrust based
on competence. ‘Democrats are liars’ is an expression of epistemic distrust based on sincerity.

How does epistemic trust operate? Testimony is a crucial source of belief (and knowledge) [5].
But not every piece of testimony we hear forms a belief in our mind. If I hear that ‘the French
Revolution was a secret plot orchestrated by the lizard-people, I am certain not to believe it (in part
because shit happens [55]). The testimony has been effectively filtered. In the case where I have
low epistemic trust in the speaker, I am liable to filter any testimony they make. This is the claim of
effective filtering: that this reliably prevents beliefs based on false testimony, following Grodniewicz
[32]. The process is complex — Grodniewicz builds on both epistemological theory and empirical
results to argue that it is not effective in real-time but it is effective in the long-run. Of course, if
our view is that the harm of misinformation comes from belief then the filtering hypothesis should
be augmented by socio-affective drivers [21]. But, as we have argued above, actual belief may not
be necessary for harms to result.

Epistemic trust has a target: it is directed at someone or something. Consider again the sentence
‘Republicans are stupid. The entity ‘Republicans’ is the target of distrust.

3.1 Is Epistemic (Dis)Trust Measurable?

We have argued that there is a disconnect between belief and expression. Since we are considering
Reddit, where users cannot simply click ‘share’ to share content, the inattention explanation [71] is
less concerning. We must contend with the assertion that the expressions may not be sincerely
held and perhaps spread by nihilistic trolls or by deliberate influence operations [72, 81]. Although
arguably both motivations do indicate a lack of trust in ‘the system, broadly defined.

First, people who do not filter testimony of epistemic (dis)trust may still well incorporate it into
their beliefs. In this sense, the underlying motivation of spreading distrust may be less important
than sheer volume of expression. This lack of filtering may be aided and abetted by echo chamber
and group polarisation dynamics [92]. Reputation-seeking behaviour, a desire to fit in, or even to
express the perceived in-group identity [34] may compromise filtering. Continued exposure to
these beliefs via the illusory truth effect [70] may transform their sincerity. Per Audi [5], testimony
does not require sincerity to be incorporated as a justified belief.

Second, even though these expressions may not be sincere (for whatever reason), it may be
enough to motivate action.

Third, if we are not able to defeat the concerns, then we should view measurements of epistemic
trust as being biased upwards. Under a strong assumption of uniform insincere participation
across communities, we would still be able to rely on relative measurements if not the precise
one. Dropping the assumption would require priors about nihilistic trolling and disinformation
operations, which are possible to construct.

Of course, this assumes that everyone who holds their (dis)trust sincerely has some similar
baseline in social media participation and the propensity to express their distrust. Measurements on
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social media, whatever their bias, should not be confused as measurements of (dis)trust in society
generally.

One further concern is that trust may not be as measurable as distrust. Expressions of (dis)trust
are likely to be sparse and driven by salience. While I (presumably) have well-formed and justified
views on the trustworthiness of many sources, I could not enumerate and express them all without
prompt. Ultimately, the internet is not a place where one may find expressions like ‘T find the
government trustworthy’ and be able to accept it without a hint of irony or suspicion of sarcasm.

Of course, the more general concept of trust has a long history of measurement. Per Bauer and
Freitag, this is often achieved through surveys developed in the mid twentieth century [7]. This
is despite innovations with game-theoretic experiments (e.g. [9]), implicit association tests, etc.
Compared to these efforts, we use a more limited definition of trust and measure with social media
comment data in the wild.

Despite the challenges, we argue that we can both operationalise and measure epistemic trust.

4 Measuring epistemic trust
4.1 Sentence and Community Data

We use data from Reddit over the period of January and February 2020. Reddit is a social media
platform similar to a forum. It is organised into separate communities called ‘subreddits’ (denoted
by an ‘r/’, then the name), sometimes with sharp behavioural and norm (including epistemic)
discontinuities between them. For example, decorum and the type of evidence acceptable in
r/AskHistorians differs strongly from r/Conspiracy. Activity from any given user account can
be tracked over time including all communities they participate in. Data are available via the
Pushshift API or historical archive [8]. In this section, we focus on sentences.

Reddit is a large text corpus. For one month alone, compressed, all comments and submissions to
the platform total around 30 gigabytes. The platform itself is growing, so the size is increasing over
time. Therefore, it is impractical to use the entire corpus. To efficiently use these data, we select a
subsample.

Considering the subject, political subreddits are the most natural subsample. It is unlikely that
any user on a subreddit dedicated to cats in amusing positions is trading government conspiracies.
Hoffman et al. [36] construct a set of political subreddits they term the ‘Reddit Politosphere.
However, extremist subreddits, which are generally part of the political subsample, often get
banned. To control for this (and the fast-moving nature of Reddit generally) we expand the seed list
by using user-subreddit overlap statistics: notably the probability that a user posts in subreddit A
given they participate in subreddit B. We take the top 20 similar subreddits after a post frequency-
inverse poster frequency reweighting. Jaccard similarity would also be appropriate here. Ultimately,
954 communities are sampled.

Finally, all comments made in the expanded set of political subreddits in any given month are
split into sentences. Emojis, URLs, and non-alphanumeric characters are removed.

4.2 Approach

We build an epistemic (dis)trust classifier at the sentence level. No labelled dataset for epistemic
trust exists. This makes training and validation difficult. We adopt a weakly supervised classifica-
tion approach using techniques from information retrieval and natural language inference’. We
then validate a small sample manually. One might consider this an approach to bootstrap, given
appropriate human labelling, into a gold-standard dataset for epistemic trust. We leave this task for

5Code will be available at https://github.com/dzjones/epistemictrust
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future work. Nonetheless, replicating other successes in weakly supervised text classification, the
distrust models perform well.

Classification of sentences or documents usually requires a large dataset with human verified gold-
standard labels. Weakly supervised text classification does away with this requirement. Taxonomies,
relating concepts and examples in a tree structure, are helpful [57, 85].

Information retrieval. If we have a strong prior about the semantic structure of expressions
of epistemic (dis)trust, information retrieval is useful. These priors are realised in the form of a
taxonomy. We take sincerity and competence as taxonomic children of epistemic (dis)trust generally.
Trust and distrust, both for sincerity and competence, are thus grandchildren nodes of epistemic
trust. Underneath these categories lie specific keyphrases. These priors, given a form as a taxonomy,
can then be rendered into queries (using the keyphrases) for an information retrieval system. The
full taxonomy is detailed below.

We use SentenceBERT (SBERT) [80], in particular the msmarco-distilbert-base-v4 model,
to generate embeddings at the sentence level. This model is trained on the MSMARCO question-
answering dataset [6]. This model is particularly useful as it is ‘asymmetric’: we are not looking
for documents that exactly match a query given the many ways it can be expressed. The dataset
contains real user search queries on Microsoft’s Bing search engine. Embeddings are normalised to
the unit sphere.

4.3 Taxonomy

4.3.1 Competence. This category tracks whether the speaker is expressing (dis(trust in the com-
petence of something (i.e. it is (un)likely what they say is true). The keyphrases for competence
distrust are: ‘stupid’, ‘incompetent’, ‘ignorant’, ‘idiot’, ‘sheep’, ‘insane’, ‘moron’, ‘dumbass’, ‘clown’,
‘living in your bubble’, ‘incoherent’, ‘nonsense’, ‘accept reality’, ‘irrational’, ‘retarded’®, ‘no proof”,
‘intellectually dishonest’, ‘misleading’, and ‘indoctrinated’.

Some (e.g. ‘stupid’, ‘ignorant’) are straightforward. Some require additional explanation. ‘Sheep’,
for example, is a term commonly used to imply someone follows the crowd, or worst, has been
deceived (see also ‘indoctrinated’). ‘Living in your bubble’, ‘accept reality’, and similar phrases are
often used when a target is being accused of being in an echo chamber, expressing false testimony.
Interestingly, while ‘no proof” and ‘intellectually dishonest’ might seem a more natural fit in
sincerity, sentences matching these queries tended to express competence-based distrust.

For trust, the phrases are: ‘intelligent’, ‘reasoned’, ‘informed’, ‘evidence’, ‘accurate’, and ‘truthful’.

4.3.2  Sincerity. This category tracks whether the speaker is expressing (dis)trust in the sincerity
of something (i.e. they are likely to be lying, or they do not truly hold the belief expressed). The
keyphrases are: ‘liar’, ‘dishonest’, ‘untrustworthy’, ‘corrupt’, ‘inhuman’, ‘immoral’, ‘disinformation’,
‘misinformation’, ‘propaganda’, ‘fake news’, ‘unreliable source’, ‘paranoid’, ‘shill’, ‘bias’, ‘discredited’,
‘manipulated’, and ‘scam’.

As above, phrases like ‘liar’ or ‘dishonest’ should be clear. Included are several phrases related
to misinformation: literally ‘misinformation’, ‘fake news’, ‘propaganda’. While information that
is incorrect may be shared inadvertently, the use of these terms typically is to cast suspicion on
the sincerity of the sharer. ‘Corrupt’, ‘inhuman’, and ‘immoral’ are not direct epistemic qualities,
but typically imply some malign intention of the target. ‘Unreliable source’, and ‘discredited’ are
more often used to describe a source of information, though this can often blow back on a speaker
(whether by deliberate intention of the accuser, or by the fundamental attribution error).

For trust, the phrases are ‘trustworthy’, ‘reputable’, ‘sincere’, and ‘genuine’.

(’Unfortunately, this term is still common online.
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4.4 Training
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"Alice is trustworthy, but Bob is stupid.”

Cosine similarity

o
o
o
=
o
N
o
w
o
~

untrustworthy
stupid
shill

scam
paranoid
misinformation
indoctrinated
incoherent
ignorant

idiot

Taxonomy query (selected examples)

discredited

o
o
o
=
I
N
o
w
o
~

Cosine similarity

Fig. 1. Example (truncated) vector resulting from computing cosine similarities between query vectors
computed by SentenceBERT. These cosine similarities serve as features for classification.

The SBERT model is applied to every sentence in the training set, resulting in a 784-dimensional
embedding. Each keyphrase in the taxonomy (corresponding to a leaf) is also fed through the
model to form a query embedding. This allows us to compute the cosine similarity between every
sentence embedding and every query embedding (Figure 1).

The aim is then to construct a binary classifier for each of the four categories of epistemic
(dis)trust: trust based on competence, distrust based on competence, trust based on sincerity, and
distrust based on sincerity. To do so, we first construct a training dataset for each classifier based
on the query similarity information.

A given classifier (e.g. distrust based on competence) corresponds to a set of query leaves in the
taxonomy (e.g. ‘stupid’, ‘incompetent’, etc.). Positive examples for each classifier (e.g. expressions of
distrust based on competence) are formed by sentences that have a cosine similarity of at least 0.5
for any one of its associated query leaves. This is a rough threshold and forms one hyperparameter
of the model.

The set of positive sentences may be small. To expand the set — and to fill in semantic gaps
that the taxonomy queries may have missed — we use k-nearest-neighbour data augmentation.
That is, we find the k nearest sentence embeddings to every sentence in the positive example set.
This process is slow, but significantly accelerated by FAISS [43], a library providing efficient and
GPU-accelerated vector similarity search.

Finally, negative examples are sampled uniformly at random of the sentences not included in the
positive set. Since the semantic space of expressions of not-epistemic-trust is so large, we oversample
the negative set by a factor of 20 to 1. This does not harm the in-sample model performance results.

Once a dataset is prepared, it can be fed into any classifier. Logistic regressions and random
forests [11] work well. The model performs well using the cosine similarities between the sentence

Proc. ACM Hum.-Comput. Interact., Vol. 8, No. CSCW2, Article 462. Publication date: November 2024.



Measuring Epistemic Trust 462:13

Table 1. Sentences in each training data category. Expansion positives refers to the additional sentences
found via nearest-neighbour search. Negatives are (over)sampled uniformly at random from sentences not in
the positive set.

Competence Sincerity

Distrust  Trust Distrust  Trust
Positives 192,301 98,684 130,991 8,236
Expansion positives 256,398 110,224 185,421 13,139
Negatives 3,927,002 1,934,756 2,568,877 167,965

and the query embeddings as a form of feature engineering. Given resource constraints, and the
large size of the data, this is effective.

The training data for the model was the expanded political subreddit set for January 2020. Size
statistics can be found in Table 1.

4.5 Validation

Once trained, the model was applied to the expanded political subreddit set for February 2020. For
validation purposes, the model has not seen any of the expressions.

Table 2. Example sentences. An ‘X’ indicates a positive classification by a random forest.

(Notion) Competence Sincerity
(Polarity) Trust Distrust Trust Distrust
you are ignorant and a liar X X
democrats are idiots X

democrats are liars X
republicans are dumb X

you’re smart b'e

democrats are intelligent, trustworthy x X

Table 2 reports classification results for the random forest models for constructed sentences.
The sentences were chosen to be clear examples of epistemic (dis)trust. The model successfully
classifies each into the correct category.

More comprehensive validation requires a large validation set. Since no labelled dataset yet exists
for the task, we manually labelled a small validation set. We did so for each of the four classifiers.
Our prior was that the frequency of expressions of distrust is quite low, in general, which was borne
out in the data (see Section 5). Therefore, we selected an equal fraction of sentences classified as
positive examples and negative examples, effectively oversampling the positive class. We manually
labelled 200 sentences each in the positive and negative class, so each classifier has 400 examples,
and distrust overall having 800.

While labelling, several sentences might be considered borderline cases. Without greater context
(impractical at scale, but perhaps ultimately required) we separated the validation into two cases.
First, the conservative case where borderline sentences are labelled as negative. Second, the ideal
case, where borderline sentences are labelled as positive.

The distrust models performed adequately, with most models reporting F; scores of 75 to 85 per
cent (Table 3). This suggests that epistemic trust is indeed measurable. Ideal cases, by definition,
outperformed the conservative cases, but the results remain in either case.
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Fig. 2. Data and modelling flow diagram.

Notably, there was a large disparity between model classes. Random forests performed the best,
outperforming multilayer perceptrons, XGBoost, and L, penalised logistic regression. This result
holds if the multilayer perceptrons are trained on the raw embeddings — in addition, training a
random forest is much faster. Indeed, even fine-tuning BERT’ underperforms the models based on
SentenceBERT cosine similarity features. This is not as surprising as it may seem: the other models

"More precisely, DistilBERT [84].
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Table 3. F; scores for the competence and sincerity distrust models. Scores are reported as percentages,
averaged over 10 separate estimations. Standard deviations are reported in brackets where available. Fine-
tuned BERT results are from one estimation due to resource constraints.

Competence distrust Sincerity distrust

Ideal Conservative Ideal Conservative
Random forests 84.1(0.65) 78.4(0.52) 80.6 (0.46) 74.9 (0.5)
MLP 75.4 (1.31) 71.1 (1.07) 64 (2.92)  60.8 (2.91)
BERT (Fine-tuned) 75 72 65 62
XGBoost 77.6 (1.19)  73.1 (1.67) 69.3 (1.86)  65.9 (2.18)
Logit (L, regularised) 80.4 (0) 75.1 (0) 76.2 (0) 72.5 (0)

act as a ‘final layer’ on top of SentenceBERT, whereas the fine-tuned BERT model is working with
less information. It is likely that a task-specific deep architecture could outperform the random
forest. That said, the simplicity and speed of the classical feature-engineering approach is desirable.
Indeed, the adequate performance of a logistic regression indicates that this model should be
included as a baseline for future improvements. The logistic regression also has the benefit of
relative ease of interpretation.

We select random forests as the baseline model. One further validation step is to look at feature
importances. The traditional way to do this for a random forest is to look at the mean decrease
in impurity. Considering the weakly-supervised context this may not be appropriate. Instead, we
opt for permutation-based feature importance. We compute importances using a permute-and-
relearn method: first, permute any given feature, re-train the model, and compute the difference
in objective function (for more discussion, see [38, 58]). The objective function is the F; score on
the validation set, and so the importance measure is the difference in F; between the baseline and
the feature-permuted model. Figure 3 shows the results. We do not use these results to refine the
model as the validation set is small and this may introduce unwanted bias.

A few broad observations. First, query vectors from all categories seem important to both models,
though precisely which ones differ across models. This increases our confidence that competence
and sincerity are, while related, different measures. Second, models seem to use queries across the
whole taxonomy. Third, there are a few some query vectors which don’t seem to affect performance
that much (e.g. ‘intelligent’). Fourth, some query vectors improve one model but detract from
another (e.g. ‘ignorant’).

4.6 Distrust is Measurable, Trust Less So

Above we report only distrust results. This is because the models trained on the trust taxonomy
perform exceptionally poorly: an accuracy not meaningfully different from zero. This is likely
because the culture of online posting is not conducive to these sorts of expressions — perhaps there
is an atmosphere of cynicism, or perhaps there is a low level of general trust in politics [74]. It may
be that when an entity is ‘trustworthy’ it is simply not salient enough to comment on.

This raises a question on how we are to operationalise trust. Given we can only effectively
measure one direction (whether this is due to sparsity or some other reason), the use of relative or
ordinal information (e.g. deviations from average, z-scores) are useful. This generates a hypothesis:
subreddits with a strong epistemic culture that are not directly focused on some phenomena (e.g.
fake news debunking) should rank low for epistemic distrust.

For future work, a larger human-labelled dataset constructed by several labellers would improve
training and validation.
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Fig. 3. Random forest permutation feature importances. Importances are the difference between the baseline
F;1 and the feature-permuted and re-trained random forest. Queries were permuted in isolation. Query
vectors from all categories seem important to both models, though some query vectors don’t seem to affect
performance that much. The precise effect differs between the models, increasing our confidence that we are
measuring different sub-concepts.

4.7 Entity Resolution and Disambiguation

The final step in the pipeline is to extract the entity being targeted by the expression of (dis)trust.
Co-reference resolution or named entity recognition are applicable here. However, there is one
complication: One sentence may express two or more different forms of epistemic (dis)trust. For
example: “Alice is trustworthy, but Bob is stupid.” This sentence expresses trust in the sincerity of
Alice, and distrust in the competence of Bob. To disambiguate, it is important to first localise key
words driving the classification of epistemic (dis)trust.
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To do this, we first localise the relevant key word of each classifier by replacing each word
with ‘[MASK]’ and highlighting whichever masked word caused the largest drop in classification
probability. We then use the distance in a dependency parse tree between this word and nominal
subjects to identify the target of distrust.

5 Ecological validation

Above we have argued that epistemic distrust is measurable and presented a reasonable measure-
ment scheme. Here, we argue that this measure is useful when applied to actual communities.
Recall that epistemic distrust is closely related to democratic (il)legitimacy, misinformation, and
echo chambers. One would expect that higher levels of distrust are associated with more severe
pathological epistemic phenomena. A key focus in this section will be the ‘distrust density’, or the
fraction of sentences in any aggregation that are classified as distrust. There are three sensible
ways to aggregate: by community, by user, and by the target of distrust. We consider each in turn.

5.1 Community (Dis)Trust Density

Figure 4 plots the measured distribution of epistemic trust on the political community sample. It
plots the ‘distrust density’, or the share of positively-classified sentences of the total in a given
community. As is common in work on social media, the distribution is heavily skewed: focusing
on the horizontal axis, or the ranking of communities by distrust density, roughly one eighth of
the communities have a distrust density above 3 per cent. In terms of the relative importance
of competence and sincerity, shown in the colour breakdown of the vertical axis, it appears that
expressions are roughly evenly split between the two. Sentences expressing both are in the minority.

Measurement of epistemic distrust
February 2020, Political subreddits with 500 comments or more
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Fig. 4. The measured distribution of epistemic trust on subreddits with 500 or more posts in the month of
February 2020. Like most social media data, it is heavily skewed.

A community must have at least 500 posts in the month of February 2020 in order to contribute
to the results. Removing small or relatively inactive communities should increase our confidence
that results are not due to noise. Figure 5 controls for this and shows that the distribution of distrust
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density is broadly the same when we control for community size (as number of comments). That is,
instead of the community density ranking, we scale each community by the share of comments
in the corpus. A larger community will account for more of the horizontal axis than a small one.
The median distrust density controlling for community size or not is a little below 2 per cent.
Communities at the left end of the distribution — those with very high distrust densities — tend to
be quite small.

Measurement of epistemic distrust, controlling for community size*
February 2020, Political subreddits with 500 comments or more
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* The horizontal width of each bar is proportional to its share of all posts in the sample.

Fig. 5. The total distrust density distribution, controlling for the size of each subreddit as number of comments.
This is qualitatively similar to Figure 4.

The question remains on how to measure trust as opposed to distrust (see paragraph in section
4.6). Community-based z-scores may be appropriate, or perhaps measures using quantiles. Figure 6
splits the communities into quintiles of their distrust density rank. It is worth summarising some
stylised facts at this point informed by the above figures. First, expression of epistemic distrust
is relatively rare (though not exposure to it), with densities of around 4.5 per cent in the most
distrustful communities. Second, distrust based on sincerity is predominant, but not overly so, and
there is significant variance across communities. Third, distrust based on sincerity seems to have
a higher ‘elasticity’ than that based on competence. That is, we can see that communities in the
highest quintile of distrust have average sincerity densities around 0.6 percentage points higher
than average competence densities. However, the relationship flips for the lowest quintile: average
sincerity densities are slightly below. As we move up the ranking to more distrustful communities,
sincerity seems to account for more of the increase at any stage. Fourth, expressions of distrust
tend to be of either competence or sincerity and only very rarely both, though not trivially rarely.

Why might more distrustful communities rely more on maligning sincerity rather than compe-
tence? To sketch a hypothesis: consider conspiratorial communities (e.g. r/conspiracy). Almost by
definition these communities have low epistemic trust. Indeed, this aligns with the measurement:
r/conspiracy is in the highest quintile with a distrust density of 2.9 per cent. Two thirds of distrustful
expressions within r/conspiracy are due to distrust based on sincerity. The nature of a conspiracy
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Mean distrust densities by type and community quintile
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Fig. 6. Splitting the communities into quintile groups, we find a steady increase in expressions of distrust
based on competence. Those based on sincerity, however, seem to respond more to rank.

Measurement of epistemic distrust, by type*
February 2020, Political subreddits with 500 comments or more
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Fig. 7. The measured distribution of epistemic trust on subreddits with 500 or more posts in the month of
February 2020, cut by type. The sincerity distribution has more mass and is more skewed than competence.

is less that those that control the world are stupid but more that they are malign, corrupt, and most
importantly, lying. Distrust based on sincerity might be more responsive to overall distrust, and
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account for the lion’s share, due to conspiratorial traits becoming more likely. Of course, this is
only a sketch, and correlational at this point, but worth considering for future research.

Figure 7 shows the distribution of distrust density again, with community ranking on the horizon-
tal axis and disaggregated by type. The ‘elasticity’ of sincerity is noticeable in the distributions as
well: note the sharper curve on the left of the sincerity distribution. The predominance of sincerity
is also visible here: note the higher mass.

Characterising communities. Now we have established several stylised (statistical) facts of epis-
temic distrust, we should add qualitative colour. The following two tables characterise the commu-
nities at either end of the distributions in Figure 7.

Table 4. Top 10 highest and lowest subreddits for competence distrust density, or the fraction of all sentences
classified as competence distrust

. Note the sample contains only subreddits with 500 or more posts in the month of Feburary 2020.
Subreddit (Highest) Competence (%) Subreddit (Lowest) Competence (%)

1 BernieSandersSucks 3.29 mmt_economics 0.00
2 NeverTrump 2.39 foreignpolicy 0.06
3 donaldtrump 2.37 AskHistorians 0.07
4 trumptweets 2.31 brealism 0.08
5 shitfascistssay 2.07 boltaction 0.08
6 daverubin 2.07 distributism 0.09
7 Full_news 2.03 europeanunion 0.09
8 LibertarianUncensored 2.02 GBPolitics 0.09
9 drumpfisfinished 1.98 transtimelines 0.11
10 Mueller 1.97 econmonitor 0.13

Table 4 shows the highest and lowest 10 subreddits by the fraction of sentences classified as
competence distrust. High-distrust communities tend to be centred around Donald Trump (e.g.
r/NeverTrump, r/trumptweets, r/Mueller), other 2020-election-related figures (r/BernieSandersSucks),
or extreme political philosophies (e.g. r/shitfascistssay, r/LibertarianUncensored). It is, perhaps,
not surprising that communities like this top the charts: Trump is a controversial figure, to put it
lightly.

Communities that rank lowest for competence distrust tend to have a technocratic policy-wonk
flavour (e.g. r/mmt_economics, r/foreignpolicy), have strong epistemic standards enforced by mod-
eration (e.g. r/AskHistorians, r/brealism), or are centred around obscure political or economic
philosophies (e.g. r/distributism, r/mmt_economics: this rough classification is not mutually exclu-
sive). The common thread here seems to be strong epistemic communal norms or small, tightly-knit
communities. That is: epistemic distrust is kept in check by external coercion or reputation. This is
a connection to the evolution of trust in the prisoner’s dilemma.

It is worth considering these low-distrust (or high-trust) communities in more detail. r/AskHistorians
[28] is a community built around historical questions and their answers. Their rules wiki® contains
extensive rules for how exactly these questions are asked and answered, enforced by moderation.
For example, questions should not be ‘loaded’, encouraging debate and agenda-pushing more than
disinterested information-seeking. Answers should be accurate and rely on good sources. These
are all strong epistemic norms which likely contribute to the low distrust of r/AskHistorians. It
also serves as additional validation of the theory and measurement. The r/brealism community is

8https://www.reddit.com/r/AskHistorians/wiki/rules/
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similar. It is built around ‘fact-based’ discussion of Brexit, and this reliance on evidence is the first
rule of the community.

Policy-wonkish communities also seem likely to have higher-quality epistemic norms than usual.
Discussion on these communities (e.g. r/foreignpolicy and r/mmt_economics) might be about the
pros and cons of any given policy (or projection) and are primarily evidence-based.

We might broadly classify the top 10 communities based on competence distrust as revolving
around ‘politics’, whereas the bottom 10 revolve around ‘policy’.

Table 5. Top 10 highest and lowest subreddits for sincerity distrust density. Note the sample contains only
subreddits with 500 or more posts in the month of Feburary 2020.

Subreddit (Highest)  Sincerity (%) Subreddit (Lowest) Sincerity (%)

1 ActiveMeasures 4.33 politicalcartoons 0.00
2 ModernPropaganda 4.20 1022 0.05
3  media_criticism 3.89 SwitchHacks 0.07
4 ImpeachmentWatch 3.65 longrange 0.08
5 WikiLeaks 3.28 mmt_economics 0.09
6 propaganda 3.19 transtimelines 0.10
7 Mueller 3.12 mutualism 0.11
8 redacted 3.09 1911 0.11
9 worldevents 2.86 boltaction 0.11
10 Donald_Trump 2.70 georgism 0.11

What about distrust based on sincerity? Table 5 reports the top and bottom 10 communities based
on the share of sentences classified as sincerity distrust. The communities clearly differ from those
drawn from competence, although there is some overlap. Several of the high-distrust communities
revolve around misinformation (e.g. r/ActiveMeasures, r/ModernPropaganda), are conspirato-
rial (r/redacted), or are related to Donald Trump (r/Donald_Trump, r/Mueller). Among the low-
distrust communities, we see again niche political and economic philosophies (r/mmt_economics,
r/mutualism, r/georgism), but also several gun-related subreddits (r/1022, r/1911, r/longrange).

It is clear why communities revolving around misinformation score high (‘misinformation’ is
a query vector, after all). r/ActiveMeasures, for example, discusses information operations and
explicitly calls out misinformation. This highlights that the nature of the community is important,
and that we are not exactly measuring epistemic norms.

We do not know why several gun-related communities score low on sincerity-based distrust. It
may be that these communities are tight-knit (and where reputation, or at least its perception, is
important). It may also be that they are primarily discussing technical details (not unlike the policy
wonk communities): perhaps precise differences between different models of firearms.

Distrust contagion? Can distrust can spread across communities? Perhaps user similarity is
predictive of distrust. We computed a subreddit-user overlap (similarity) graph in the process of
expanding the political subreddit sample. We can use this graph to begin answering this question.

To refine the question, and motivate why the user overlaps might be useful, a rough sketch
of a data-generating process may help. Users, perhaps varying in their intensity of media usage,
choose to split their time across several communities (i.e. a repertoire). User preference would play
a role here, and perhaps each user has some initial level of distrust which may be affected by their
consumption. Users presumably bring their specific level of distrust with them when they split
their time across communities. We might then ask whether the amount of user overlap between
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communities is related to their distrust densities. In other words: can we predict distrust density
based on user overlap?

Figure 8 sketches an answer. It uses a measure of user overlap: the conditional probability that,
given a user participates in community A, they also do so in B, as weights. Then it computes a
weighted average of each community’s distrust density. ‘Similar’ communities will have higher
weights. We might consider this as a very rough (and statistically cavalier) graph convolution. We
compare this predicted density to the actual distrust density.

There does appear to be a positive relationship between a community’s actual distrust density
and the predicted density. The relationship looks nonlinear, and is robust when we remove out-
liers. Variance is high, indicating that user overlaps aren’t perfect predictors: internal community
epistemic norms presumably dominate.

Can we predict a community's distrust density by its neighbours?
Mean graph convolution weighted by user overlap
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Fig. 8. We can define a graph of subreddits with (directed) edges between them weighted by user overlaps
as conditional probabilities. A simple graph convolution — that is, taking the weighted average distrust
density across a neighbourhood has a positive relationship with the actual distrust density. We can predict a
community’s level of distrust based on similar communities, although internal norms presumably account for
most of the variance.

Expression and exposure. Distrust densities, the fraction of sentences in a community expressing
distrust, lie in the low single digits. But what about exposure to distrust? Back-of-the-envelope
calculations can help. That is: even if expression density looks quite low, should we still be worried
about it from the reader’s perspective? Assume a distrust density of 1 per cent, each thread averaging
20 comments, and that distrust probabilities are uniform across all comments. In this over-simplified
case, a user would have to read through five threads in order to be exposed to one expression of
distrust. This may not sound like much, but over the course of a week, month, or several months,
the likelihood that any given user encounters several expressions of distrust is high.

Of course, without reliable media consumption data we can go little further than this. Expressions
of distrust may also be indicative of deeper attitudes held by the community, rather than relevant
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solely for potential exposure. Deliberate (or otherwise: [15]) invasions of high-distrust users might
also increase likelihoods. Ultimately, the evolution of distrust and its effects on users, in non-well-
mixed environments (echo chambers), is key to understanding pathological epistemic phenomena.

5.2 Specific Users

Following our sketch of a data-generating process above, it is clear that users are important. Here
we focus on users in the data, instead of community. Figure 9 shows the cumulative distribution of
expressions of distrust by user.

The top x per cent of users are responsible for how much?
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Fig.9. User CDF. Kolmogorov-Smirnov tests indicate that the distributions are different statistically, although
perhaps not qualitatively. The ‘All’ line refers to the entire sample.

There are 262,246 user accounts in the sample. As one might expect, the distribution is skewed:
the top 25 per cent of users (roughly 65,500 accounts) are responsible for roughly 70 per cent of
comments expressing distrust. The top 10 per cent of users (roughly 26,000 accounts) are responsible
for half of all expressions. Arguably, 26,000 accounts is not a small core, indicating that distrust
is a prevalent issue’. These users would be a useful sample to track over time and correlate with
community-level measures of distrust. Thus, we spend the rest of this section sketching how these
high-distrust users, defined as the top 10 per cent, differ from the sample broadly.

In the sketch of a data-generating process, users split their time between several communities.
Following this, Figure 10 shows ‘user fragmentation’: how many different communities do users
express distrust in? High-distrust users are shown alongside the entire sample. Note that high-
distrust users are far more likely to participate in several communities. While three quarters of
users in the entire sample express distrust in a single subreddit, only one quarter of high-distrust
users do. That is: high-distrust users are more likely to spread distrust across different communities.

This may be because there are only a limited amount of things to comment on in any given
community. High-distrust users are likely also more intense participators.

“Indeed, this aligns with several surveys of distrust in America [74].
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How many communities do users express distrust in?
By distrust type and user classification*
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Fig. 10. User fragmentation. Each bar reads the fraction of users (in a given category) that express distrust in
n different subreddits. High-distrust users are more likely to spread across several communities.

Table 6. Top and bottom 10 subreddits by increase in high-distrust user likelihood to participate. A difference
of 1, for example, means a high-distrust user is 1 percentage point more likely to participate in a given
subreddit compared to the background distribution.

Subreddit (Top 10) Difference (ppt) Subreddit (Bottom 10) Difference (ppt)

1 politics 1.62 worldnews -0.61
2 worldpolitics 0.82 news -0.53
3 conspiracy 0.70 Cringetopia -0.45
4 Libertarian 0.54 BlackPeopleTwitter -0.33
5 China_Flu 0.43 personalfinance -0.27
6 WayOfTheBern 0.41 TwoXChromosomes -0.25
7 AskTrumpSupporters 0.40 HistoryMemes -0.24
8 ukpolitics 0.31 WhitePeopleTwitter -0.18
9 Christianity 0.31 technology -0.17
10 neoliberal 0.30 SandersForPresident -0.17

We can further split the sample into all users who express distrust (the ‘background’ distribution)
and high-distrust users. Are there specific communities that high-distrust users are more likely
to express distrust in over the background distribution? Table 6 shows the top and bottom 10
subreddits by difference in these likelihoods.

Communities that high-distrust users tend to favour include conspiratorial communities (e.g.
r/conspiracy) and general-interest political (e.g. r/politics, r/worldpolitics'’). Communities which
they disfavour include general-interest news subreddits (e.g. r/worldnews, r/news) and communities

1At the time, this community was political. By twist of fate, it is now a pornographic community.

Proc. ACM Hum.-Comput. Interact., Vol. 8, No. CSCW2, Article 462. Publication date: November 2024.



Measuring Epistemic Trust 462:25

where moderation is strong (e.g. r/BlackPeopleTwitter, r/TwoXChromosomes). It is not immediately
clear why there is such a difference between general-interest politics and news communities.

There does appear to be a strong partisan bias to these communities, with the most favoured
being tilted to the right.

5.3 Who is the Target?

The measurement method also reports the most relevant word (see Section 4.7) and the associated
entity or subject. That is: in the sentence ‘Bob is stupid, ‘stupid’ is the relevant word, and ‘Bob’ is the
subject. We explored two case studies (the subreddits r/BernieSandersSucks and r/shitfascistssay). In
general, the localisation approach works well, though the dependency parse identification requires
significant human validation. Therefore, we hesitate to draw sweeping conclusions. The approach
requires fine-tuning (e.g. adding object of prepositions or modifiers of nominals).

One might expect r/BernieSandersSucks to largely target Bernie Sanders with distrust. However,
in almost all cases the subject is either a ‘you’ (i.e. the commenter they are replying to) or a vague
group (e.g. ‘everyone’, ‘ignorant hicks’). It is likely that earnest participation in the community
carries the presumption that Bernie Sanders is epistemically untrustworthy. Therefore the sentiment
is not explicitly and frequently expressed. It seems that most of the expressions of distrust in this
community arise from debate, potentially with invading interlocutors (i.e. those who believe Bernie
Sanders does not suck). r/shitfascistssay, however, seems to direct distrust more towards the
communal target (fascists).

6 Discussion

Social and political epistemology are useful for CSCW theory. Much of what whizzes around
the internet is testimony. The notion of epistemic trust — the credibility of one’s testimony — is
theoretically linked to several pathological epistemic phenomena. While causality may be tricky,
there are reasonable theoretical grounds uniting democratic (il)legitimacy, misinformation, and
echo chambers around the concept of epistemic trust. Therefore, developing an effective and robust
measurement apparatus has the potential to both simplify and deepen our understanding of these
phenomena. Their social, economic, and political importance cannot be understated.

6.1 Theoretical Implications

Epistemic trust is theoretically related to pathological epistemic phenomena. Democratic (il)legitimacy,
misinformation, and echo chambers all have important epistemic content. Being fundamentally
social, testimony is core in each. Therefore, epistemic trust, underlying testimony, is a useful uni-
fying concept. The measurement of epistemic trust should allow us to simplify and deepen our
understanding.

Epistemic trust is measurable. Epistemic trust is not a philosophical curiosity. We can break
epistemic trust down into that based on competence and sincerity. Further, we can operationalise
these concepts into a taxonomy and measure it on real data. The baseline random forest model
achieves an F; score of 84 per cent on competence-based distrust and 81 per cent on sincerity-based
distrust on a human-annotated validation set. That said, trust, as opposed to distrust, does not
appear to be as easily measurable.

Expression of epistemic distrust is relatively rare, though there is substantial heterogeneity. The
fraction of sentences classified as epistemic distrust ranges between 0 and 5 per cent across
approximately 1000 communities related to politics. That said, the distribution is skewed: only 10
per cent of communities have densities over 3 per cent. A user’s participation and consumption
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patterns will affect how much distrust they may be exposed to. But it seems likely a user will, over
time, encounter some expressions of distrust.

6.2 Implications for Online Moderation

Conspiratorial communities and those focused on controversial political topics tend to express higher
levels of distrust. Looking at the communities which score the highest on each type of epistemic
distrust leads to two commonalities. Conspiratorial communities, almost by definition, have high
levels of epistemic distrust. Communities focused on controversial and relevant political topics (for
example, Donald Trump) also see high levels of distrust, although this may be due to increased
debate. These sorts of communities are relevant for studies of misinformation and echo chambers,
underscoring the utility of epistemic trust.

Communities with strong, moderated, epistemic norms or are tight-knit tend to express lower levels
of distrust. Conversely, communities with low measurements of distrust tend to encourage good
epistemic norms and enforce them by moderation. Evolutionary game-theoretic effects may operate
here, too. Small, tight-knit communities focused on niche political topics also seem to have low
levels of distrust.

Users are important carriers of epistemic distrust. Similarity between communities can be defined
as the number of users that participate in both. Using these as weights, one can predict the level
of distrust in one community given the level of distrust in similar communities. This is evidence
to suggest that users are important carriers of epistemic distrust between communities, and may
motivate studies of contagion.

The distribution of distrust expression across users is heavily skewed. The top 10 per cent of distrust-
expressing users (roughly 26,000) are responsible for half of all expressions. Arguably, this is not a
small core of users.

High-distrust users tend to participate in more communities than average. Compared to all users
who express distrust, the top 10 per cent are far more likely to participate in more than one
community. While this may reflect the fact that high-distrust users, by sheer volume, are intense
participators, the point remains that the high-distrust core of users participates in many more com-
munities than average. High-distrust users also seem more likely to participate more in politically
right-leaning communities.

Community norms are important. Epistemic trust, while useful, is not the be-all-and-end-all.
Previous results and two case studies indicate that the norms and presumptions of participation of
communities are highly relevant for what is expressed. For example: we might expect a community
built around the presumption that Bernie Sanders ‘sucks’ to express that frequently. However, it
does not, perhaps because the presumption is in the community’s name (‘BernieSandersSucks’)
and does not bear repeating. Ultimately, the norms and nature of each community are of first-order
importance, and we might consider epistemic distrust as something akin to a risk factor, more
useful in aggregate.

6.3 Methodological Implications

Weakly supervised techniques can be effective when combined with social theory. Weakly supervised
text classification techniques are effective for classification tasks like news topic or positive/negative
sentiment. They can be less reliable when asked to detect more latent sentiments like epistemic trust.
However, with an operationalisation informed by social theory, these methods can be effective.
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Entity recognition is often implicit or about amorphous groups. The target of an expression of
distrust is often explicit in topic-based communities. When there is a target, it is often an amorphous
group (‘them’). Community context should be included in any entity recognition system if we are
to look at specific sentences.

6.4 Policy Implications

Institutions that rely on some form of legitimacy, or are vulnerable to misinformation, should
take steps to understand and observe epistemic (dis)trust in relevant communities. This is a broad
definition: almost all government institutions, and presumably many corporate ones, fit.

For example, health authorities have grasped the deleterious effects misinformation can have on
vaccination campaigns. Direct expression of epistemic distrust is also a component. Monitoring of
how (dis)trust, rather than just misinformation, spreads would improve their functioning.

Central banks are another example. Monetary policy relies on central banks remaining credible:
that is, expectations are aligned appropriately. This is far less likely if the central bank is considered
epistemically untrustworthy. Central banks should consider this risk.

Social media platforms like Reddit, Twitter, and Instagram should also consider how their
users are expressing or consuming epistemic distrust. To the extent they develop and apply anti-
misinformation or anti-echo-chamber policy, monitoring of epistemic trust will play a role. Likewise,
CSCW researchers should consider measuring epistemic trust when studying pathological epistemic
phenomena. Indeed, Thimbleby et al. [94] argue that designing systems around trust ‘will allow
more flexible systems. Epistemic trust is also relevant for inclusion efforts in library and information
science [69].

Of course, if institutions are to follow the policy advice given above, further work is required
to more rigorously demonstrate the utility of measuring epistemic trust. It also needs to be easily
measurable by people without specialised skills. A ‘legitimacy observatory’ that allows policymakers
to do this across communities and over time, rigorously backed both theoretically and empirically,
would be useful.

This ‘legitimacy observatory’ might take in a list of institutions that are important for democratic
governance, or might be focused on a specific institution. For example, a health authority. Social
media posts and comments, sorted by topic, would be a sensible high-level aggregation. For example,
vaccination programmes, education and outreach, etc. Finally, the observatory would measure
distrust densities for each of these topics, over time and disaggregated by source community. A
health official, then, might be able to get a historical measure of distrust based on sincerity in
comments made about their vaccination programme. This might be combined with other methods
to identify users who are more likely to spread rumours, per Ghenai and Mejova [27]. A political
scientist may be able to query several different institutions they believe are most important for
democratic legitimacy.

We have focused on monitoring. Are interventions warranted? And if so, what kind? We found
that communities with strong and enforced epistemic norms are less likely to be distrustful (e.g.
r/AskHistorians). While enforcement may be effective, it is costly and unlikely to ever gain trac-
tion on communities like r/Conspiracy. Boosting more trusting or well-normed communities in
recommender systems may be an effective intervention, but may risk of reinforcing distrust. More
research is needed before we could confidently recommend an intervention. Unfortunately, it seems
that the most effective interventions are on a societal level. For example, improving the openness
and perceived fairness of government. At an institutional level, the nature of distrust might be
related with the type of intervention: distrust based on competence likely demands something
different to that based on sincerity.
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7 Future work and limitations

Are we actually measuring epistemic distrust? While initial validation results seem promising, this
approach is not without limitations, or the methods without constraints. Here, we suggest further
avenues of research to address limitations or improve confidence.

Establish relationships between epistemic trust and pathological epistemic phenomena. We have
good theoretical reasons to believe epistemic (dis)trust is related to democratic (il)legitimacy, the
spread of misinformation, and the formation of echo chambers. However, rigorous empirical work
is required. By putting links between epistemic trust and pathological epistemic phenomena on
solid ground, any future application will be more confident in its results, and policy advice more
sound. Several research questions jump to mind. What is the relationship between misinformation
spreading and epistemic distrust at the community level? Do users with high levels of epistemic
distrust help to form echo chambers, and how do we track this? Can we establish any causal effects?

Construct an expanded and improved human-annotated dataset for validation. Since the taxon-
omy was manually constructed, it may be missing important components. This would bias any
measurement. An expanded taxonomy would be useful. Additionally, due to resource constraints,
we only managed to annotate a small validation set. Ideally, a validation set should contain several
thousand positive and negative examples across each of the epistemic (dis)trust categories. Several
human annotators should contribute to this effort, meaning the construction of a codebook and
annotation procedure is sensible. An expanded and improved validation dataset would increase
confidence in any downstream results. This data could also be used in a jury learning context [30].

Consider zero-shot learning approaches. The modelling approach we used was a hybrid between
large language models and classical feature-engineering. Zero-shot learning should be investigated,
perhaps using models like ChatGPT.

Use data from communities on different platforms. We trained and evaluated only on Reddit. While
we find community norms to be important, Reddit operates differently to other social networks.
Using data from X (née Twitter), Facebook, or even news site comments would be useful.

Measure epistemic trust over time. Due to resource constraints, we only included two months of
data. One for training and the other for validation and investigation. Given more time, epistemic trust
should be tracked across time in both the community and user dimensions. It may be that epistemic
distrust could serve as an early warning for increased propensities to share misinformation, or
for the formation of an echo chamber. Using data across time would also increase confidence that
results are robust to semantic drift.

Account for irony and sarcasm. We do not account for irony or sarcasm, which is frequent online.

8 Conclusion

Pathological epistemic phenomena like misinformation, echo chambers, and democratic legitimacy
are crucially linked by the notion of epistemic (dis)trust: the degree to which we (dis)trust testimony
based on its speakers perceived competence or sincerity. We synthesise this contribution to CSCW
theory using theory from social and political epistemology. Further, we find evidence that epistemic
distrust is measurable and not a philosophical curiosity. By applying the measurement model to
social media, we further find a degree of ecological validation. To the best of our knowledge, a focus
on epistemic trust is novel in CSCW and its measurement is novel in natural language processing.
Further work in improving the measurement and validation of epistemic trust has the potential to
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improve our understanding and efforts to combat misinformation, echo chambers, and perceptions
of institutional illegitimacy.
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